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Abstract

Critical infrastructure networks are geographically distributed systems span-
ning multiple scales. These networks are increasingly interdependent for
normal operations, which causes localised asset failures from natural haz-
ards or man-made interference to propagate across multiple networks, affect-
ing those far removed from an initiating failure event. This paper provides
methodology to identify such failure propagation effects by quantifying the
spatial variability in magnitude, frequency, and disruptive reach of failures
across national infrastructure networks. To achieve this we present method-
ology to combine functionally interdependent infrastructure networks with
geographic interdependencies by simulating complete asset failures across a
national scale grid of spatially localised hazards. A range of metrics are intro-
duced to compare the systemic vulnerabilities of infrastructure systems and
the resulting spatial variability in both the potential for initiating widespread
failures and the risk of being impacted by distant hazards. We demonstrate
the approach through an application in New Zealand of infrastructures across
the energy (electricity, petroleum supply), water and waste (water supply,
wastewater, solid waste), telecommunications (mobile networks), and trans-
portation sectors (passenger rail, ferry, air, state highways). In addition
to identifying nationally significant systemic vulnerabilities, we observe that
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nearly half (46%) of the total disruptions across the simulation set can be
attributed to network propagation initiated asset failures. This highlights
the importance in considering interdependencies when assessing infrastruc-
ture risks and prioritising investment decisions for enhancing resilience of
national networks.

Keywords: Critical infrastructures, Networks, Spatial vulnerabilities,
Resilience, System-of-systems

1. Introduction

Critical infrastructures, such as transportation, electricity, water, telecom-
munications, and waste networks typically span wide geographic areas, ex-
tending well beyond national and continental boundaries. To maintain func-
tionality over such great scales, these infrastructure networks are becoming
increasingly reliant on each other. The inter-network reliance is commonly
characterised as dependencies when one network relies on another or interde-
pendencies when the reliance is mutual. They may be due to, among others, a
physical connection of two assets, the geographic co-location of assets such as
along a bridge structure, or some form of cyber or logical dependence [1, 2, 3].
In recent literature the inter-network reliance is characterised through the
functional dependence (interdependence) based on a broader understanding
of the flow of network goods and services from generation to consumption
sites, spanning several assets over large (or small) distances [4, 5, 6]. For
further characterisations of critical infrastructure interdependencies see [7].

While increased network interdependence benefits operations, these de-
pendencies or interdependencies can become counterproductive during failure
events when they facilitate the propagation of disruptions across multiple
infrastructures. As a result, the impacts of a single asset failure can be
observed significant distances away from an initiating event as observed in
many recent and past events, such as, among others, documented cases of
electricity blackouts and SCADA failures around the world [8], electricity
failures in Arizona impacting electricity, telecommunication, sewage and wa-
ter systems in Southern California and Mexico [9], global IT systems failures
[10], electricity substation failure in the UK due to flooding affecting local
households, businesses and transport [11], and widespread interdependent
failures recorded during winter flooding in China [12]. To protect against
such situations in the present and future governments around the world have
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realised the need to build infrastructure resilience and identify the specific
infrastructure assets, interdependencies and spatial locations that have the
potential to initiate such wide reaching events [13, 14, 15, 16].

This paper responds to a number of identified gaps and challenges, in
literature and practice, of characterising infrastructure vulnerabilities across
interdependent national infrastructure networks. In doing so this paper pro-
poses a quantitative framework, to specifically help critical infrastructure
planners, operators and other relevant stakeholders answer: (i) what areas
of the country are most vulnerable to disruptions through networked depen-
dencies; (ii) where the most critical infrastructure assets with the potential
for initiating nationally significant disruptions are located; (iii) what role
infrastructure network interdependencies play in increasing network disrup-
tions when compared to individual isolated network model; and (iv) how
current approaches for identifying vulnerabilities based on local authority
and operational boundaries can be improved.

While a range of alternative approaches for modelling interdependent in-
frastructures are presented in the literature [2, 17, 18, 7], network based
models are increasingly preferred to study large-scale critical infrastructure
systems [19]. These network based models allow the simplification of infras-
tructure networks to graph structures comprised of nodes and edges repre-
senting physical infrastructure assets. Examples include substations (nodes)
and power lines (edges) for an electricity distribution network or stations
(nodes) and railway lines (edges) for a rail network. By further retaining the
geospatial properties of network assets, both functional and geographic de-
pendencies between infrastructure systems can be studied simultaneously to
identify combined vulnerabilities over a network-of-networks. The proposed
framework in this paper also adopts a network-of-networks approach towards
modelling the underlying critical infrastructures represented here.

To capture interdependent impacts, network modelling studies have com-
pared network disruptions between paired infrastructures when modelled
with and without dependencies [20, 21], mainly looking at changes in the
measures of vulnerability between scenarios. From a national-scale policy
and risk management perspective, often there is interest in knowing with
what frequency different critical infrastructure initiate cascading failures or
are affected by them. Mostly this is answered through empirical studies, one
of which for example examined 1749 critical infrastructure failures in sectors
in 29 European nations, and found that 60% of all cascades initiated from the
energy sector, 28% from telecoms, 5% from transport, and 3% from the water
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sector [22]. A similar empirical study on observed failure events in Nether-
lands quantified percentages of sectors being affected by cascading failure
initiated in other sectors [23]. Furthermore, Zimmerman [24] considered a
selection of empirical events to quantify the ratio between an infrastructure
initiating failures to being disrupted itself through dependencies. While these
empirical studies are really crucial for validating modelling exercises, using
them to quantify interdependencies and their impacts is primarily a post-
disaster exercise whereas it would be more useful to have a model where
the system could be exhaustively sampled pre-disaster to generate similar
inferences. Also the metrics of these empirical studies largely overlook the
spatial reach of disruptions. Hence there is a research gap to build on these
by incorporating not only the frequency, but also the increased geographic
extent of affected infrastructure assets due to cascading failures across net-
works. This provides a better sense of the potential scale of disruption and
therefore geographic extent of analyses that should be considered when as-
sessing potential risk reduction or resilience building measures -– in contrast
to exclusively focusing on localised asset protection in the vicinity of the ini-
tiating hazard. Ultimately, failing to take this spatial extent into account
could result in the underestimation of risks and inadequacy of adaptation
interventions.

Locations of significant vulnerabilities in critical infrastructure have been
exposed in case studies of existing regional or greater scale infrastructures us-
ing functional network modelling approaches for individual isolated networks
[25, 26] , closely coupled infrastructure network pairings [27, 28, 6], reliance
of a single infrastructure on a range of other networks [4, 5], and the im-
pacts across infrastructures due to simultaneous component failures and/or
lost connectivity with an electricity supply source [29]. Rather than target-
ing individual assets or infrastructure networks in isolation, the impacts on
multiple infrastructures on each other within a given spatial extent is gen-
erally more representative of a natural hazard or intentional attack. Most
of the studies, references above and similar, are generally limited by the
data needed to capture and model multiple infrastructure interdependencies.
Hence there is a gap in building and demonstrating a modelling capabil-
ity that represents the functional interdependencies across multiple critical
infrastructure networks for a more complete understanding of simultaneous
multiple infrastructures failures impacts in identifying spatial locations of
vulnerabilities.

In several regional or national-scale multiple critical infrastructure net-
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work vulnerability assessment studies the identification of the locations of
vulnerabilities is also mostly governed by underlying probabilistic hazard ex-
tents such as flooding or seismic risks. However, any vulnerabilities identified
in such examples are scenario specific and therefore an incomplete represen-
tation of whole range of vulnerability outcomes. To assess the general case,
others have assumed hazards are confined to a hazard cell space where inter-
secting assets are assigned a probability of failure and those outside are not
affected. One example is the assumption of circular hazard impacts to repli-
cate intentional attacks on infrastructure [30]. However, given the inability
to tessellate such hazard extents, difficulties arise in visually comparing the
vulnerabilities of different spatial locations as a single presentable surface.
Others have instead partitioned study regions into grids of equal area cells.
Jenelius and Mattsson [25] examine the effect of different resolution square
grids for a national road network. Patterson and Apostolakis [31] assume
a hexagonal grid over a university campus to assess geographic dependence
without directly considering functional dependencies or possible vulnerabil-
ities beyond the study boundary. Johansson and Hassel [4] consider both
geographic and functional interdependencies using a square grid but restrict
their analysis to a division of a representative rail network with associated
dependencies on electricity and communication networks as part of rail in-
frastructure system. Thacker et al. [32] also consider geographic interdepen-
dencies using a square grid across more comprehensive network representa-
tions of electricity, gas, water, wastewater, roads, railways, airports, ports,
and telecommunications infrastructures in England and Wales, though their
function dependencies are mapped from electricity towards other networks.
As a result, there is an opportunity to apply the cell space method over
larger interdependent network datasets by capturing a wider range of poten-
tial failure pathways. This would provide a comprehensive representation of
spatial vulnerabilities to disruptions and potentials for initiating widespread
failures.

Different measures of vulnerabilities have been widely proposed and quan-
tified to measure the severity or negative consequence of such infrastructure
failures. These include a range of different topological, flow-based, economic,
and user disruption metrics considered within the literature [7]. Topological
metrics present a very narrow understanding of the physical nature of net-
work connectivity [5] largely ignoring physical capacities. Flow-based metrics
are generally infrastructure specific as they represent a physical property or
movement of resources [7] such as lost load in electricity systems measured as
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power over time such as kWh [33], undelivered water supply as a volumetric
flow such as L/s [34], or when defining data transfer in a telecommunications
network such as Mbps [35]. As these flow-based metrics are not necessar-
ily additive, economic and user disruptions metrics can be more suitable to
provide a composite vulnerability metric that are useful for policy decision-
making across multiple infrastructure networks. Although economic models
are well established in the literature where critical infrastructures are repre-
sented as economic sectors [36, 37], they are rarely coupled to the physical
infrastructure assets in space given the simplified assumptions linking spatial
infrastructure impacts to the economy.

As a result, the population or users affected provide an easily quantifi-
able, additive, and consistent metric across service based infrastructures [32].
Common to a number of the cited approaches, this paper adopts the user
disruption metric as a sensible choice for quantifying composite spatial vul-
nerabilities across multiple infrastructure networks.

This paper seeks to respond to the identified gaps, highlighted above, in
the literature by developing an integrated framework for quantifying com-
bined functional and geographic infrastructure vulnerabilities across inter-
dependent national infrastructure networks. Demonstrated at the national
scale for the country of New Zealand, the main contributions of this paper
lie in: (i) the range of infrastructure networks represented where we consider
the largest range of interdependent infrastructure networks modelled at a
national scale that we can identify within the literature; (ii) the integration
of geographic and functional dependencies through cell space disruptions to
quantify the consequences across a range of national scale interdependent
critical infrastructures as opposed to focusing on the impacts to a single in-
frastructure [4, 5]; and (iii) the introduction and visualisation of comparative
metrics for highlighting the relationships between the spatial reach, disrup-
tion frequency, and consequences to infrastructure users/customers across
highly interdependent national networks.

In applying the framework to New Zealand, a largely closed system of
infrastructure networks, we incorporate a range of critical infrastructure sec-
tors in close alignment with the country’s long-term infrastructure plan [15]
comprising: energy (electricity, petroleum supply), water and waste (water
supply, wastewater, solid waste), telecommunications (mobile networks), and
transportation sectors (passenger rail, ferry, air, state highways). In doing so,
we can address important aspects of the country’s national disaster resilience
strategy [14, 15]. Namely, the challenge of understanding national network
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interdependencies, demonstrating a movement towards systematically man-
aging risks as opposed to managing disasters, and ultimately providing evi-
dence for risk-informed decision making – critical for meeting the country’s
commitments to the Sendai Framework for Disaster Risk Reduction [38]. Pre-
viously, infrastructure risk and vulnerability assessments have been carried
out at the city or regional scale [39, 40, 41, 42, 43, 44] based on Civil Defence
Emergency Management (CDEM) regions [45] while largely overlooking the
quantification and technical representation of network interdependencies for
reasons of complexity [46]. However, given the tectonic setting, coastline
exposure to tsunami, and frequent meteorological hazards, major disasters
cannot be expected to be localised to specific territorial regions – as further
demonstrated in recent earthquake events felt across the North and South
Islands [47]. Although preparatory investigations and studies for minimising
disaster risk are ongoing across regions, lacking is a methodology to system-
atically quantify and compare potential disruptions to infrastructure systems
at the national scale using a consistent approach. Taking such a national ap-
proach to identifying systemic vulnerabilities allows for a fair comparison of
disruptive risk as opposed to simply focusing on those areas with greater
perceived disaster risks. Though applied to the New Zealand context the
framework and vulnerability metrics presented here are applicable to similar
critical infrastructure assessments around the world.

2. Methodology

Our aim is to develop an integrated framework for quantifying systemic
vulnerabilities across multiple infrastructures. These vulnerabilities are mea-
sured in terms of the magnitudes and spatial extents of negative consequences
of infrastructure network disruptions due to an external shock event. To do
this we adopt a system-of-systems approach, which has four broad compo-
nents (Figure 1):

A: Model Building – Spatial infrastructure asset data are assembled to
generate realistic representations of national infrastructure networks.
Connectivity paths are mapped within and between networks where
functional dependencies exist. Finally, a user demand is allocated to
individual assets based on available statistics and demand allocation
models.
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B: Disruptive Scenario – Initial network component failures are as-
sumed based on the spatial intersection with a pre-determined extent
representative of a hazard.

C: Failure Propagation – Further network failures are simulated through
an iterative process where flow and functional connectivity pathways
are disrupted both within and across networks arising from the initial
failure scenario.

D: Disruption Metrics – The final component quantifies direct disrup-
tions, indirect disruptions, and the spatial extent of failures for the
given scenario. Direct disruptions are defined as those initiated from
within a network after allowing for redundancies and rerouting of con-
nectivity paths. Indirect disruptions result from failures which are ini-
tiated beyond the network in question due to functional dependencies
with other networks. The impacts of direct and indirect disruptions
are measured in terms of the numbers and spatial extents of assets and
users affected. Finally the outage extent is delineated by the combined
spatial footprints of failed components and dependent users, where ap-
propriate.

These components are further discussed herein.
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Figure 1: The adopted framework for determining the direct, indirect, and spatial extent
of disruptions across interdependent networks. The dashed connection to determine direct
disruptions is only active for the initial iteration of component C: Failure Propagation

2.1. Component A: Model Build

We assume the infrastructures system-of-systems is a collection of G1, ..., GI

individual systems, of which the ith infrastructure can be represented as the
network Gi ≡ (N i, Ei,i), comprising a node set N i = {ni

1, . . . , n
i
A} and edge

set Ei,i = {ei,ia,b = (ni
a, n

i
b)}. The edge ei,ia,b represents a directed connection

between adjacent nodes ni
a and ni

b where subscript order suggests the di-
rection of dependence from a towards b. Therefore, ei,ia,b 6= ei,ib,a in order to
distinguish between infrastructure networks where resources may flow in a
single direction (e.g. wastewater collection) or are bi-directional (e.g. roads).
Functional dependencies between different infrastructure networks are rep-
resented by an additional directed edge set Ei,j = {ei,ja,b = (ni

a, n
j
b)} such that

node ni
a in the ith infrastructure facilitates service flows to node nj

b in the jth

infrastructure. An example connected network paring is shown in Figure 2.
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Figure 2: Example topological network representations for two infrastructures with an
assumed grid of H hazard cells. Arrows indicate the direction of dependency. Shaded cells
represent the outage extent for hazard h = 1.

Each node is further characterised based on whether it generates a re-
source/service for the infrastructure network, is an intermediary node that
transfers resources to other nodes, or acts as a demand node that has an
associated demand requirement to satisfy. Networks having such types of
nodes are characterised as: (i) transmission/distribution networks - energy,
transport, water supply, telecommunications; or (ii) collection networks -
wasterwater. Some networks like solid waster act as both types when ini-
tially the waste is collected at transfer stations and then distributed at land-
fill sites. Within an individual transmission/distribution network the flow of
resources is expected to take place based on the mapping of service-demand
pathways facilitating the flow of resources. For collection network the flows
are direct from the demand-service pathways, for example in wastewater and
solid waste collection networks. Across interdependent networks flows can
also directed from demand nodes in the network generating the resource to
any other nodes in the dependent network, for example from electricity sub-
stations supplying to wastewater pumping stations.

We assume demands placed at the demand nodes are measured as the
numbers of users, customers, or population dependent on the normal func-
tionality of the asset. These demand numbers are estimated from either
available usage statistics or modelled using Voronoi tessellation methods
[4, 5, 27, 32]. Later in the example demonstration for New Zealand the
user demand estimations are explained further. A user demand for node ni

a

is denoted u(ni
a) where u(ni

a) ≥ 0. The flows on the networks are there-
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after estimated in terms of the user-based demand numbers. For example if
an electricity substation satisfies a demand of 100 customers, then the flow
pathway from the electricity generation site supplying power to this substa-
tion is estimated to have 100 customers mapped along its nodes and edges.
As explained previously, using users as a common measure for flow mapping
implies disruptions are quantifiable across a wide range of critical infras-
tructures therefore enabling a straightforward comparison between different
disruptive scenarios.

Figure 2 provides a demonstration of the system-of-systems flow pathways
creation between an example electricity distribution network coupled with a
wastewater collection network. To identify service providing nodes here, we
adopt the notation n̄i

a. In the electricity distribution network (i = 1 in Figure
2), service is provided by the generation node n̄1

1 with potential user demands
assumed at receiving substation nodes n1

2 and n1
3 where electricity is provided

to customers. Conversely, the wastewater collection network (i = 2 in Figure
2) is serviced by a treatment plant (n̄2

1) with demands for treatment service
initiated at upstream pump stations (n2

2 and n2
3) acting as sub-catchment

intakes. Service-demand wastewater network connectivity between n̄2
1 and

n2
3 can be traced along two potential pathways: a single edge e2,2

1,3, or via e2,2
2,3,

n2
2, and e2,2

1,2. This represents a redundancy in the network such that service
is still provided to n2

3 should either connectivity path be disrupted. The
interdependency link e1,2

3,1 shows the flow of electricity from n1
3 towards n2

1.
In doing the flow assignments, we make the assumption across all networks
that the required flows, derived from the user demands at nodes, f(ei,ia,b) ≡
g(u(ni

a), u(ni
b)), should be less than or equal to the assigned edge capacities

c(ei,ia,b), that is c(ei,ia,b) ≥ f(ei,ia,b) ≥ 0 ∀Ei,i. Here the capacity is also translated
to an equivalent customer units to balance with the user demand numbers.

2.2. Component B: Disruptive Scenario

Initial disruptions are mapped according to a given representation of a
hazard extent (Component B of Figure 1). To maintain consistency in the
definition of a disruption across infrastructures, we assume any reduction
from normal service represents an asset failure and hence user disruption.
Each node and edge are assigned a functionality state q(ni

a) ∈ {0, 1} where
0 and 1 indicate failed and normal functionality states, respectively. While
non-binary states are possible, herein we are predominantly interested in the
maximum potential disruptions.
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To differentiate between direct and network propagation based failures,
the initiating infrastructure causing the failure is recorded as C(ni

a). For
direct network disruptions we assume an internal cause of failure such that
C(ni

a) = i. Figure 2 presents an example grid of hazard cells representing the
extents of an assumed generic hazard. Any co-located network components
with cell h = 1 result in a reduced level of service and therefore are designated
as failed such that initially, q(n̄1

1) = 0, C(n̄1
1) = 1, q(e1,1

2,1) = 0, and C(e1,1
2,1) =

1.

2.3. Component C: Failure Propagation

Component C of Figure 1 takes the identified network direct failures to
further disrupt service-demand connectivity paths depicted by the directed
dependency edge sets across each individual network while considering po-
tential redundancies or alternative connection paths. For i = 1 in Figure
2, complete electricity network disruption would result given the failed con-
nectivity path between the service generation n̄1

1 and demand nodes n1
2 and

n1
3. Using our adopted definitions of a disruption, these are considered direct

disruptions due to the failure initiating within the same network. In the case
where alternative service-demand paths are present (i.e. i = 2 in Figure 2,
connection paths may be rerouted given the stated assumption of edges being
of sufficient capacity. This is demonstrated in Figure 2 where the failure of
edge e2,2

1,3 would not lead to a complete failure of node n2
3 due to the potential

for rerouting flow via n2
2.

To account for flow losses even if sufficient rerouting possibilities exists,
the nature of flow path connections in networks are further defined as being
either path dependent or non-path dependent. Path dependent connections
are assumed across networks that could allow partial disruptions or reduc-
tions in service to users if an atypical connection path is required. For ex-
ample, infrastructure networks utilising road networks for connectivity could
be considered path dependent given the multiple routes that can typically
be taken between service and demand node pairs without complete network
disconnection. If a preferred path (assumed shortest network distance) is dis-
rupted, an increase in travel time and distance is expected to have an effect
on overall infrastructure performance. A minor deviation from the preferred
path would result in a minimal disruption – as could be expected in reality.
In comparison, we consider the nature of flow path connectivity in a network
to be non-path dependent should the provision of service not be affected by
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the specific connection path. For example in electricity networks where al-
ternative flow paths are able to maintain the supply-demand connectivity it
is assumed that there a no losses of flows.

Following the propagation of failures within individual networks, fur-
ther disruptions are assumed between networks where dependency edges are
present. With updated damage states, failures are again propagated across
networks as suggested by the feedback loop in Figure 1. Such iterations
continue until a steady damage state is reached across all networks. With
reference to Figure 2, the presence of the dependency edge e1,2

3,1 leads to a
complete disruption across i = 2 as the receiving node n̄2

1 represents the sole
wastewater treatment service node for both n2

2 and n2
3. As a result, all nodes

across i = 2 can be classified as indirectly disrupted by i = 1 as the original
failure was initiated from an external network such that functionality states
q(n̄2

1), q(n2
2), q(n2

3), q(e2,2
1,2), q(e2,2

1,3), q(e2,2
2,3) = 0 and initiating failures C(n̄2

1),

C(n2
2), C(n2

3), C(e2,2
1,2), C(e2,2

1,3), and C(e2,2
2,3) = 1.

In the case where an infrastructure asset may be disrupted by multi-
ple other networks, assumptions are required regarding the strength of the
dependency or possible redundancies in place in order to determine the in-
frastructure that would be most responsible for initiating failure. This is
to avoid the double (or more) allocation of user disruptions to multiple in-
frastructures. Firstly, if the asset is considered directly damaged, this is a
direct disruption. If not directly damaged but if electricity connectivity is
lost, the disruption is assumed to originate from the electricity sector – re-
gardless of any other infrastructure disruptions. This assumption is based on
discussions with infrastructure stakeholders in New Zealand, and also seems
sensible based on global records that show electricity being the predomi-
nant infrastructure that initiates cascading failures [22, 23]. For example, a
wastewater treatment plant may lose electricity supply and access to a suit-
able road network to transport waste biosolids off site. In such cases, we
could assume electricity supply would be the initiating infrastructure given
a certain level of storage redundancy may be built into the biosolids dis-
posal process and therefore not leading to the immediate shutdown of the
treatment plant if the road network was affected in isolation. The remain-
ing order of priority continues from electricity connectivity to: road access,
petroleum supply, water supply, wastewater supply, and finally solid waste
network connectivity being the least essential infrastructure network provi-
sion or with the capacity for redundancies in the time steps (daily) studied
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here. This priority order is again decided based on stakeholder discussions
in New Zealand.

2.4. Component D: Disruption Estimation

The final component of the Figure 1 is the quantification of disruption.
The total direct disruptions (where C(ni

a) = i) to the ith network resulting
from a representative hazard h are calculated for the initial failure states of
path dependent (PD) and non-PD networks as:

di,i(h) =


∑A

a=1 u(ni
a)
[
1−min

{
P (ni

a,n̄
i
b

P̂ (ni
a),n̄i

b)
, q(ni

a)
}]

∀ PD∑A
a=1 u(ni

a) [1− q(ni
a)] ∀ non-PD

, C(ni
a) = i

(1)

where the ordered superscripts in di,i(h) represent a disruption to infras-
tructure i initiated by failure in network i. P (ni

a, n̄
i
b) and P̂ (ni

a, n̄
i
b) are the

shortest active network connection path lengths between a demand node ni
a

and service providing node n̄i
b for undamaged and damaged network states,

respectively. For PD networks, this represents a partial user disruption
weighted according to the increase in travel distance. A minor deviation
from the preferred path would result in a minimal disruption – as could be
expected in reality.

Following the iterative propagation of damage between infrastructures
(Figure 1, Component C) indirect disruptions to infrastructure i initiated by
infrastructure j are determined similarly to Eqn 1 with updated conditions
to reflect the initiating infrastructure such that:

di,j(h) =


∑A

a=1 u(ni
a)
[
1−min

{
P (ni

a,n̄
i
b

P̂ (ni
a,n̄

i
b)
, q(ni

a)
}]

∀ PD∑A
a=1 u(ni

a) [1− q(ni
a)] ∀ non-PD

, i 6= j, C(ni
a) = j

(2)

The overall network disruption denoted is therefore the sum of direct and
indirect disruptions, Di(h) = di,i(h) +

∑I
j=1 d

i,j∀j 6= i. For a given hazard
cell, overall network disruptions can be summed over all I infrastructures
to give the complete system disruption DT (h) =

∑I
i=1 D

i(h). Across all
simulated hazard scenarios h = 1, . . . , H, the maximum Di

max and average
negative disruptions Di

ave to an infrastructure are:

Di
max = max

{
Di(1), Di(2), . . . , Di(H)

}
(3)
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Di
ave =

∑H
h=1 D

i(h)∑H
h=1 1Di(h)>0

(4)

where 1Di(h)>0 is an indicator function of value 1 should Di(h) > 0.
Finally, we are interested in the spatial variability of disruptions to high-

light areas of the network datasets particularly vulnerable to disruptions or at
risk to significantly contribute to cascading failures across multiple networks
and scales.

The delineation of the outage extent, or reach of disruption, highlights
the spatial extent to which infrastructure asset failures propagate across
connected infrastructure networks. The reach is delineated from the spa-
tial intersection of failed nodes/edge locations and their associated collec-
tion/distribution areas. These can be further intersected with a predeter-
mined grid (such as the hazard cells in Figure 2) for straightforward compar-
isons of reach between infrastructures and different hazard scenarios. For the
two network representation in Figure 2, shading indicates an outage extent
for hazard h = 1 (where specific catchments/distribution areas are omitted
for clarity).

Overlaying and aggregating the outage reach of all H hazard scenar-
ios provides an indication of the frequency at which infrastructure services
within each cell are disrupted due to external asset failures. Combining the
frequency and overall magnitude of disruption DT (h) allows a visual repre-
sentation of spatial risk. The application results presented next demonstrate
these risks.

3. Application

3.1. Input Data

Here we introduce the case study area of New Zealand, discuss the data
collection and user assignments to nodes and edges (Component A of Figure
1), and present the assumed dependence relationships between infrastructure
networks. Figure 3 provides the spatial representations of assembled networks
comprising: energy (electricity, petroleum supply), water and waste (water
supply, wastewater, solid waste), telecommunications (mobile networks), and
transportation sectors (passenger rail, ferry, air, stage highways). The resi-
dential population across the country is also provided for comparison.
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At the presented scale, the density of infrastructure assets appears to be
highly correlated with population with transportation and energy connec-
tions between urban areas – as is expected. The assets forming the national
representations in Figure 3 are listed in Table 1 with further clarification
regarding the specific techniques for user assignment. For each infrastruc-
ture, user disruptions are computed for daily time steps. Where possible,
supplied infrastructure owner/operator statistics have been preferred. Oth-
erwise user demands are distributed to the appropriate assets according to
supplied catchments, distribution zones, or through assumed asset footprints
as estimated by integrating Voronoi tessellations with census data [6, 27].
Further discussions regarding each infrastructure network are provided in
the Supplementary Material (Section 1).

17



Table 1: Infrastructure descriptions and user assignments. Bracketed values represent the count of assets represented. (PD)
implies a fully or partially path dependent network.

Sector Infrastructure Node Edge User Assignment
Transport Air Airports (32) includes one

to represent all interna-
tional travel

Domestic connections
(61), international con-
nections (5)

Passenger loadings [29].

Ferry Terminals (45) Routes (49) Passenger loadings [29].
Rail Stations (105),

bridges/tunnels (465)
Track sections (107) Passenger loadings [29].

State Highways Bridges/tunnels (1905) Road sections (5127) Traffic counts [29].
Water & Waste Water Supply Water sources (403), treat-

ment plants (199), pump
stations (221), reservoirs
(525)

Pipe sections (575) Supplied or assumed dis-
tribution zones intersected
with census data [48].

Wastewater (PD) Pump stations (802),
treatment plants (321)

Pipe sections (737) Supplied or assumed
catchment areas inter-
sected with census data
[48].

Solid Waste (PD) Transfer stations (286),
landfills (48)

Transfer routes (290) Supplied or assumed col-
lection areas intersected
with census data [48].

Energy Electricity Generation facilities (167),
Transmission substations
(137), distribution substa-
tions (712)

Power line segments
(2115)

Distribution substation
Voronoi diagram inter-
sected with census data
[29, 48].

Petroleum (PD) Bulk Storage Points (12),
Petrol Stations (1409)

Petroleum supply
pipelines (2), road based
delivery routes (1409)

Dependent users from [29]
and shortest paths using
Dijkstra’s shortest path
connections.

Telecommunications Mobile Transmitters (4433) - Spatial intersections of
coverage areas for three
providers with population
meshblocks [48].
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3.2. Represented Infrastructure Dependencies

A simplified representation of the infrastructure network dependencies are
given in Figure 4 based on the assumed potential for initiating a reduction in
service of the receiving infrastructure. Specific details of these dependencies
are discussed further in the Supplementary Material (Section 1).

Figure 4: Simplified representation of the directed dependencies modelled where an ar-
row indicates a reliance on service. An infrastructure j reliance on infrastructure i is
represented as i→ j.

3.3. Simulation Parameters

A 5 km edge hexagonal tessellation is assumed across New Zealand to
form 4590 discrete equal area cells each representative of a hazard extent.
An example subset of these is depicted in the population inset of Figure 3.
These are sufficiently sized for visibility at the national scale whilst protect-
ing the explicit locations of some provided data but still capturing significant
variations in population and infrastructure co-location. Each hazard cell is
activated individually to define a spatially localised hazard and assign asset
failures (Figure 1, Component B) with any node or edge intersecting the
hazard cell assumed inoperable as per Section 2.2. We assume the order for
identifying the infrastructure responsible for initiating a disruption is iden-
tical across all networks, starting with: electricity supply (highest priority),
road connectivity, petroleum supply, water supply, wastewater collection, and
solid waste (lowest priority).
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4. Results

4.1. Overview

Simulation results are collated for each infrastructure network and com-
pared through Kiviat diagrams in Figure 5. The aim of the Figure 5 results is
to compare the relative: (i) frequency of disruption of each type of infrastruc-
ture network; (ii) total indirect disruptions initiated by each infrastructure,
estimated from

∑I
i=1 d

i,j∀i 6= j; (iii) the total indirect disruptions to the in-

frastructure caused by other infrastructures, estimated from
∑I

j=1 d
i,j∀j 6= i;

(iv) the average negative disruption for each infrastructure Di
ave (Eqn. 4);

and (v) the maximum disruption Di
max (Eqn. 3) for each infrastructure. Each

attribute is normalised by the maximum category value recorded across all
infrastructure networks to allow direct comparisons. These comparisons pro-
vide a multi-dimensional perspective towards understanding the systemic na-
ture of vulnerabilities and the role of different infrastructures in propagating
interdependent disruptions.

Wastewater infrastructure registers the largest maximum and average dis-
ruptions to users across all studied networks. This is largely due to the lack
of redundancies in wastewater networks where large catchments typically
convey wastewater to single treatment plants acting in isolation. Any reduc-
tion in service at a treatment plant or a major downstream pump station
(i.e. due to a loss in electricity) impacts all those users in the upstream
catchment and thus make such nodes highly vulnerable to potential outages.
This is further reflected in both the comparative frequency of disruptions
and total indirect disruptions to the wastewater network. In comparison,
water distribution networks see relatively high average and maximum dis-
ruptions, however, redundancies in the form of multiple water sources enable
flows to be rerouted throughout the network. This ensures that total outages
are minimised, despite servicing similar areas and populations as wastewater
networks. Solid waste networks also see frequent disruptions as a result of
being widely distributed and connected via the state highway road network.
Assuming partial disruptions ensure the maximum, average, and indirectly
initiated disruptions are kept relatively low. Very few indirect disruptions
are credited as initiating from water and waste network outages due to de-
pendencies on other essential infrastructures (i.e. electricity) assumed to be
realised first as in reality. This further reflects reality where there may be
storage within water and waste networks meaning any failure propagation is
not realised immediately.
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Figure 5: Comparisons of disruption metrics across each of the (a) water & waste, (b)
energy, (c) telecommunications, and (d) transportation sectors.

The energy sector networks are wide reaching across the country and as
a result show relatively high disruption frequencies (Figure 5b). Petroleum
network disruptions are slightly more frequent given the prevalence of indi-
vidual retail petrol stations across the country and reliance on state highways.
This results in an increased probability for network nodes and edges to in-
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tersecting the simulated hazard extent. In comparison, electricity networks
do not have any dependencies on other infrastructures, however, it is the
most relied upon (Figure 4). This ensures electricity network failures initi-
ate a significantly greater number of indirect disruptions to other networks
as depicted in Figure 5b. Although electricity is provided to all residents
across the country, the maximum and average disruptions are relatively low
compared to other infrastructures. This is a result of the relatively high
connectivity of the transmission and distribution networks.

The mobile telecommunications network shows relatively low scores across
the disruption metrics of Figure 5c. The high frequency of disruptions is
expected due to the prevalence of transmitters across the country and reliance
on electricity supply.

State highways are the most frequently disrupted infrastructure due to
the wide reaching road networks across the country (Figure 3). Given the
high rates of private vehicle ownership, the relative maximum and average
disruptions are also significant. In comparison, other networks within the
transportation sector show minor relative disruptive potentials (Figure 5d).
This is a direct result of the comparatively lower user demands placed on
these infrastructures across the country in contrast to road transportation
[49, 29].

4.2. Quantified Direct and Indirect Disruptions

Across each of the studied networks, Figure 6 presents the average positive
Di

ave and maximum Di
max disruptions across the simulated hazard.
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Figure 6: Proportions of direct and indirect disruptions to individual and the combined
infrastructure networks.

As discussed, Figure 6 again confirms the significant maximum and av-
erage disruptions to roads, water supply, and wastewater infrastructures.
Aggregating across infrastructures and hazard cell simulations, 46% of dis-
ruptions can be attributed to indirect asset failures through dependencies.
This is almost equivalent to the number of infrastructure user disruptions
when compared to the direct disruptions alone. In comparison, only 9%
of the greatest recorded disruptions (across combined infrastructures) from
a single hazard cell are experienced due to dependencies. The hazard cell
is located in an Auckland isthmus location with a number of important
co-located transportation and water sector assets supplying large areas of
Auckland City. Table 2 further breaks down indirect disruptions into the
initiating infrastructure.

Disruption in electricity supply networks are the greatest cause of indi-
rect infrastructure outages causing 31% of total disruptions. This is due to
the common dependence on electricity across all of the assembled networks
(with the exception of roads) and electricity supply being the assumed prior-
ity dependency for enabling normal infrastructure service and functionality.
The road network initiates 9% of the combined average disruptions resulting
from the need to reconfigure waste movements and petroleum supply routes.
Other networks (water supply, solid waste, petroleum, and wastewater) have
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Table 2: Breakdown of direct and indirect disruptions by initiating infrastructure in terms
of populations disrupted (as opposed to frequency of disruption). Rows may not sum to
100% due to rounding.

Sector Infrastructure Direct Disruption
Indirect Disruptions due to:

Elec. Road Petrol. WS WW Solid
Waste

Transport Air 7% 6% - 76% 5% 6% -
Ferry 27% 69% - 4% - - -
Rail > 99% <1% - - - - -
Road 100% - - - - - -

Water & Waste Water Supply (WS) 51% 49% - - - - -
Wastewater (WW) 35% 45% 2% - 10% - 8%
Solid Waste 20% 30% 49% - <1% - -

Energy Electricity 100% - - - - - -
Petroleum 5% 13% 71% - 11% - -

Teleco. Mobile 14% 86% - - - - -
- Combined 54% 31% 9% 1% 3% <1% 2%

relatively minor contributions in the overall indirect disruptions across the
simulated results set.

Indirect disruptions to the air passengers are predominantly due to lost
connections with bulk petroleum supply points. Many of these disruptions
result from outages to the pipelines conveying fuel from the oil refinery in
the north of New Zealand to the bulk supply point in Auckland (Figure
3) and finally to the Auckland International Airport – responsible for the
highest domestic and international passenger traffic. Therefore, any hazard
intersecting the pipeline or dependent electricity supplies to route pumps
results in significant disruptions.

The solid waste network is particularly vulnerable to disruptions across
the road network due to the significant distances (frequently inter-regional)
that waste is transported. While 49% of the total solid waste network dis-
ruptions are initiated through the road network, the majority of these are
low consequence events and are the result of waste flows being rerouted.

4.3. Spatial Vulnerability

While the previous Sections 4.1 and 4.2 largely address the magnitudes
of disruption and functional connectivity of infrastructure networks, we can
further investigate the spatial properties of these outages. A number of
metrics are of interest as highlighted in Section 2.4: (i) the spatial extent
(or reach) of disruptions resulting from a spatially localised hazard, (ii) the
frequency of which a given cell is disrupted due to reliance on assets located
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in other cells, and (iii) the resulting risk of disruption being a product of
disruption frequency and consequence. We note here that the frequency (and
therefore risk) of disruption is not related to a hazard/exposure frequency
(as would typically be the case) but rather the number of times disruptions
in a given cell are observed. This assumption in terminology is adopted
throughout the remainder of the paper.

Figure 7 presents the spatial variability of disruptive reach across New
Zealand as represented by cell size. Larger cells indicate a greater proportion
of the disruption footprint extends beyond the host region and smaller sizes
imply the disruption is contained within the host region. Further, a disrup-
tive risk metric is presented as indicated by cell shading. This is a product
of the relative frequency and relative consequence of disruptions across the
simulation set. With darker shading indicating a greater risk of potential dis-
ruption, the most critical spatial locations to protect are identified as larger,
darker shaded cells in Figure 7. These have the greatest potential to initiate
wide-reaching disruptions and cascading hazards which may not necessar-
ily be considered in disaster risk reduction analyses carried out based on
administrative CDEM boundaries.
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A number of key infrastructure corridors are identified with significant
disruptive reach (indicated by proportion of cell) – many of these appearing
to radiate from bulk petroleum supply points and following electricity trans-
mission lines. When aggregated to the regional level there are significant
variations in disruptive reach (also see Supplementary Figure 3), dependent
on the number of nationally significant infrastructures are hosted in the re-
gion. The West Coast region exhibits relatively low disruptive reach beyond
itself, however, a number of corridors of feeding infrastructure services to the
region can be identified originating in the Otago, Canterbury, and Nelson-
Tasman regions. The potential for widespread disruption to the West Coast
due to outages in these connecting regions provide an example of where dis-
aster risk reduction and resilience building efforts should be addressed at a
wider scale over multiple regions and across interdependent infrastructures
and not solely on political or operational boundaries. Similarly, the Fig-
ure 7 inset for Wellington region identifies a number of cells (north-western
coast) with wide reaching disruptions beyond the regional boundary into
the neighbouring Manuwatu-Wanganui region. Previous vulnerability stud-
ies of this area [40, 43] have predominately focused on earthquake impacts
for the Wellington City given the population density and potential economic
impacts. The observations of Figure 7 however, reinforce the need to iden-
tify regional connectivity and network interdependency risks in conjunction
with individual asset exposure/fragility when prioritising resilience building
measures.

Increased disruptive risk appears to correlate with larger cities (Auck-
land, Wellington, Christchurch) – particularly on the periphery of such areas
where lower resident populations may coincide with major infrastructure as-
sets such as electricity transmission substations or water treatment works
are located to service urban development (see Supplementary Figure 3 where
local population is shown as not proportional to total user disruption). The
co-location of such assets ensures greater potential for simultaneous disrup-
tions across multiple networks affecting large areas. This is also the case
in smaller regional centres that may be reliant on single connections to the
wider electricity transmission network with any disruption or loss in connec-
tivity resulting in disruptions across all local networks. Such an example is
evident between the Hawke’s Bay and Gisborne regions with an east-west
corridor of wide reaching and highly disruptive cells. Hosting a connection
to a hydropower generation source and sole connection to the wider national
transmission grid for the Gisborne region, these cells highlight a significant

27



vulnerability and potential for nationally significant impacts where redun-
dant connections are not allowed for.

Across Figure 7 however, the greatest concentration of highly disruptive
and wide reaching hazard cells appear along a north-south corridor con-
necting the Northland and Auckland regions. Across the regional boundary
a number of major infrastructure network connections are co-located: the
pipeline delivering petroleum to the Auckland bulk supply node, electric-
ity transmission lines providing the majority of electricity for the Northland
region, and the main state highway route. The combination of these infras-
tructures ensure a disruption across any of these cells can lead to wide reach-
ing impacts across Northland, Auckland, and areas of the Waikato region
dependent on petroleum supply from the Auckland bulk supply terminal.
Such locations should be a target for protection measures against spatially
localised hazards.

5. Discussion and Conclusion

This paper presented a framework to assess the magnitude and spatial
extent of disruptions across interdependent national infrastructure networks.
In doing so, we have demonstrated the integration of a wide range of func-
tionally interdependent network models with geographic interdependencies
through successive simulations of hazards across a national scale grid of 4590
equal area hexagon cells. While this addresses the general case, the same
approach can be followed with the availability of probabilistic hazard extents
such as for flood inundation or seismic shaking.

With application to New Zealand, the functional connectivity of ten crit-
ical infrastructure systems and a wide range of assumed dependencies that
exist between them have been presented. The simulation of infrastructure
failures across each hazard cell reveals a number of insights into the role
these interdependencies have in contributing to widespread disruptions and
the spatial variability in disruption magnitudes, frequencies, and the reach
of failures.

Across the results set, direct disruptions when infrastructures are mod-
elled as isolated networks only account for 54% of the total potential user
disruptions with the remaining 46% being realised due to network depen-
dencies. Such as results shows that while network operators may invest in
resilience building measures across networks, there is still significant poten-
tial for widespread disruptions resulting from indirectly initiated failures if
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supporting networks do not concurrently introduce network redundancies or
upgrade system robustness to disruptions. Given the suggested role interde-
pendencies can play in initiating further disruptions, as demonstrated in this
paper, future infrastructure network vulnerability assessments should care-
fully consider both directly and indirectly dependent infrastructure systems.
This is especially the case for electricity and state highway networks that
were observed to be the leading contributors to indirect disruptions.

Spatially, the areas with the greatest potential for disruptions were found
to be largely correlated with population density and on the periphery of such
developments. Made apparent, through this study, is the country’s high de-
pendence on petroleum supply and the importance of petroleum delivery
via pipelines and road networks. This is in addition to the road network
providing connectivity for private vehicle use and solid waste movement. A
number of areas have been exposed as being particularly vulnerable to dis-
ruption – not limited to the discussed Northland, Gisborne, and West Coast
regions. Hence this study makes the case that potential resilience building
measures in the form of increased connectivity to the wider networks or ad-
ditional redundancies in local networks should be assessed in further detail.
Importantly, using the suggested framework and metrics, any further studies
could further consider the connectivity to the wider national networks given
the significant connections, dependencies, and reach of disruptions extending
beyond regional/CDEM and normal operational boundaries.

As demonstrated through the spatial analysis results in this paper, any
resilience building measures should not necessarily be focused solely in areas
of greatest population densities, but instead identifying ‘upstream’ vulnera-
bilities and increasing network connectivity to areas easily isolated. There is
a clear requirement to think beyond the immediate impacts within a hazard
area and the effects to not only directly dependent systems, but to consider
higher order dependencies and the associated wider geographies that may
experience a disruption or reduced level of infrastructure service. Where
particular areas or asset are frequently exposed to disruptions, the strength-
ening or protecting of connections may not be the most effective form of dis-
aster risk reduction, with redundancies in the form of building connectivity
to alternate regions or installing more localised capacity (such as electricity
generation) could be seen as more effective.

While providing a number of insights into the physical and geographic de-
pendencies between infrastructure networks, we are still faced with a number
of challenges that restrict this modelling approach in its current form. Data
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availability is a common issue in national scale infrastructure assessments
[6, 29] with similar observations here where data is held by a multitude of
different local government authorities, infrastructure owners, operators, and
service providers across each of the ten networks. However, the collation
of spatial and user demands for New Zealand infrastructures has been an
important initial step towards the development and assimilation of higher
resolution data sets and towards network models incorporating processes
and further functional aspects. These will enable a better representation of
service flows – not limited to the likes of electricity power flow models, hy-
draulic water distribution network models or the incorporation of national
origin-destination data to better represent traffic movement and hence the
spatial reach of disruptions. Such methods however require significant coop-
eration with asset owner/operators to produce validated models and in turn,
the resulting complexity means increases in computational effort to carry out
exhaustive simulations and failure combinations. Following similar topolog-
ical approaches however (such as used in this study) can be easily scaled up
and down depending on data accessibility in other local, national, or global
contexts.

Further, while this paper has quantified the consequences of failure in
terms of the potential user disruptions in a fixed time frame (average daily
user disruptions), there are ongoing opportunities to incorporate other indi-
cators such as potential macro-economic effects and the temporal changes in
disruption should recovery processes be further considered. These examples
become especially important when considering specific natural hazard (earth-
quakes, flooding, volcanic eruptions) or multi-hazard scenarios that will not
necessarily be confined to the CDEM administrative boundaries.
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1 Further Data Descriptions

1.1 Energy

1.1.1 Electricity

The electricity network representation in Figure 3 comprises generation nodes,
transmission and distribution substations, and connecting edges representing a
combination of overhead, underground, and sea-floor cables. Each generation
node is connected to the wider national electricity network at the appropri-
ate voltage substation – largely transmission substations for major generation
sources and distribution substations for generation embedded within the lower
voltage networks. Given restrictions in data, we assume the entire population
has electricity access provided by the geographically closest distribution substa-
tion. Each resident is assigned to an appropriate substation using a Voronoi
tessellation (see example inset Figure 3) intersected with the smallest avail-
able geographic census unit (meshblock) [1]. Across the dataset used, mesh-
blocks have an average population of 93 residents where we assume a uniform
distribution of residents across the shape. The connections between the user
demand at distribution substations and service provision from generation nodes
are considered non-path dependent (Eqn. 1). This ensures electricity supply
can be rerouted or islands can be formed where sufficient generation exists. All
infrastructure networks have a reliance on electricity supply with the exception
of roads. Unless otherwise stated, those assets requiring electricity are assumed
directly connected to the geographically closest overland distribution substation.

1.1.2 Petroleum

Petroleum is distributed from 12 bulk supply source nodes to retail petrol
stations, airports, and ferry terminals. Approximately 97% of the country’s
petroleum is imported with 70% of the total supply arriving as crude oil at the
country’s sole oil refinery at Marsden Point (see annotation on Figure 3). Re-
fined petroleum products are assumed to be shipped around the country from
this point, directly delivered from international sources, or conveyed via the
∼170 km pipeline from the refinery to the largest bulk supply node at Auckland
(see Figure 3). The shipping supply chain is not directly considered in this
instance.

Retail petrol stations are connected to bulk supply nodes via edges tracing
the shortest path through the state highway network (Figure 3). User demands
are allocated to retail petrol stations through a Voronoi tessellation (see inset
Figure 3) intersected with census meshblocks. These are further adjusted ac-
cording to car occupancies, refuelling rates, and regional variations in vehicle
access [2]. Should connectivity be lost to the preferred bulk supply point, partial
path dependent user disruptions (Eqn. 1) are assumed. This helps to absorb
any redundancies or local storage that may be present at retail locations.

All nodes within the petroleum network (including pipeline pumps) have a
direct dependence on the geographically closest overland distribution substa-
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tions. Additional dependencies are placed on those roads, bridges, and tunnels
which provide connectivity and the geographically closest overland water supply
node.

1.2 Transport

Each of the transportation network representations and user allocations are
largely based on the existing transportation models developed for New Zealand
[2].

1.2.1 Air

The passenger air network comprises 32 airport nodes, of which five have edge
connections to an additional node located beyond the system boundary to repre-
sent international air travel. This specific node, omitted from Figure 3 for clar-
ity, is assigned permanent full functionality without any dependence on other
infrastructures as otherwise suggested in Figure 4. We further assume that
mainland airports are only disrupted due to a lack of petroleum supply should
both departure and arrival airports have lost connectivity, as we expect sufficient
fuel storage capacity over the disruption time frame and the ability for domestic
aircraft to be self-sufficient over return journeys if required. Petroleum connec-
tions are assumed via the shortest path to a bulk fuel distribution point using
the state highway network with the exception of the Auckland Airport which
has a direct pipeline connection. The remaining dependency links (Figure 4)
are assumed based on the closest overland appropriate node. Where this is
not achievable or unrealistic (i.e. remote islands), the airport node is assumed
self-reliant.

1.2.2 Ferry

Adopting the ferry transportation network model and passenger demands from
Zorn et al. [2] an additional dependence on bulk fuel supply from mainland
ferry terminals is modelled. As with air transportation, we assume ferries carry
sufficient fuel for return journeys such that both departure and arrival terminals
must be without petroleum network access to affect service. Similarly, isolated
ferry terminals are not connected to the wider electricity and petroleum supply
networks.

1.2.3 Rail

The passenger rail network, patronage statistics, and electricity dependence
assumptions are adopted from Zorn et al. [2]. This includes the urban Auck-
land rail network dependence on electricity for traction from two higher voltage
transmission substation connections acting in parallel and the Wellington net-
work (see inset Figure 3) where electricity is sourced from a wider number of
substations.
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1.2.4 Road

Direct state highway user demands are estimated based on average annual daily
traffic and vehicle occupancy statistics [2, 3, 4]. A range of dependencies are
placed on edges and bridge/tunnel nodes from wastewater, solid waste, and
petroleum supply connection paths, where required.

1.3 Water and Waste

1.3.1 Water

The water supply network presented in Figure 3 connects water source nodes
with any combination of demand nodes representing treatment plants, pump
stations, and reservoirs. Edge connections represent major distribution pipes.
At major pipe confluences or where required – such as significant distribution
zone supply points, dummy nodes are assumed without any external dependency
on electricity. Given water supply network assets are frequently co-located, such
as treatment occurring at the source or pumps co-located at reservoirs, the com-
bination is represented as a single node. This greatly reduced the network com-
plexity without affecting any dependency relationships given treatment plants,
pumps, and reservoirs are each assumed dependent on electricity. Other in-
frastructure networks dependent on water supply are connected to the closest
overland appropriate node unless otherwise stated.

With many of the larger water distribution networks connected to multi-
ple water sources and sufficiently connected to allow rerouting of flows between
source and demand, we assume water supply is a non-path dependent network.
User demands are placed on appropriate nodes based on water supply zones
provided by the various network owner/operators or assumed based on the ex-
tent of the known pipe network configuration. Example supply zones are shown
in Figure 3 inset where edge connections (pipes) are omitted for clarity.

1.3.2 Wastewater

The wastewater collection network is represented by treatment plants providing
a downstream service to direct user demands and other infrastructure networks
at pump stations and dummy nodes positioned at major pipe confluences or
where appropriate. Edges represent major gravity or pressurised wastewater
pipes. Users are allocated to demand nodes according the intersection of census
meshblocks with catchment areas or pipe networks extents provided by various
network owner/operators. Example catchments are shown in the Figure 3 inset
where edge connections (pipes) are omitted for clarity. Assuming all collected
wastewater requires treatment, there is no additional reliance on the specific con-
nectivity path between demands and the wastewater treatment services. Both
wastewater treatment plants and pump stations have an assumed reliance on the
geographically closest overland distribution substation. Wastewater treatment
plants have a further assumed dependence on the solid waste landfills to dispose
of waste products. Connectivity takes place to assumed solid waste landfills
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via the state highway network. These connections are assumed path dependent
such that partial disruptions occur where rerouting is required to a distant solid
waste landfill node or due to road network damage.

1.3.3 Solid Waste

The solid waste network comprises transfer stations representing demand with
edge connections via the state highway network to landfill nodes representing
a service. In each case, known transfer station-landfill pairings are used. User
demands are based on the collection areas supplied by local authorities (see
Figure 3) intersected with population data and collection frequencies ranging
between 7-14 days. We assume collection areas are divided equally across a
week such that for a given day, a user disruption equates to the reciprocal of
the collection frequency. For those areas with no collection service, we assume a
direct dependence on the nearest transfer station in the region. Where transfer
stations distribute to multiple landfills or where waste is transferred between
landfills, user demands are allocated to each connection based on the average
annual waste movements. Where rerouting is required due to road network
failures, partial path dependent disruptions are assumed.

1.4 Telecommunications

A mobile telecommunication network is derived from transmitter locations in
the national Register of Radio Frequencies for the three operators [5]. Coverage
areas for each transmitter are based on circular buffers and the claimed market
penetrations (potential populations served) of each company. Users demands are
allocated to each transmitter based on mobile phone ownership and the market
share of each operator [6]. When a given transmitter is disrupted, dependent
users are reallocated to any remaining fully functioning transmitters belonging
to their network provider should they be located within an active coverage
zone. Each transmitter is reliant solely on the geographically closest overland
electricity distribution substation.

2 Spatial Vulnerabilities

The spatial reach of disruptions are compared to the frequency of which each
hazard cell experiences a disruption in Supplementary Figure 1.
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Firstly, the spatial reach of disruptions are compared to the frequency each hazard cell (or residents located in) 513 

experiences a disruption (Error! Reference source not found.). 514 
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Figure 7. Reach, frequency, and magnitude (user disruptions) of disruptions across hazard cells where 𝐷𝑇(ℎ) >518 

0. The road network reach and frequencies are overlooked given a lack of a suitably high resolution Origin-519 

Destination passenger movement data. 520 

The vast majority (98%) of simulated hazard cell data appear in the lower left quadrant of Figure 7. These 521 

represent comparatively infrequent disruptions to cells with reduced reach or potential to affect others at522 

significant distances away. The remaining three quadrants host the cells of more concern for managing 523 

interdependent infrastructure failures. 524 

The grouping of high reach-low frequency cells evident in Figure 7 largely represent assets associated with 525 

passenger air, petroleum and electricity supply infrastructures as these tend to be the most connected nationally526 

(Figure 3). However, given the spatial distribution of bulk petroleum assets in 11/15 CDEM regions (for 527 

example) the frequency of which assets are disrupted at different distances is expected to vary. 528 

This is examined in Figure 8 where the distance x represents the minimum number of connected hexagons 529 

between the initiating hazard cell and extent of disruption. Given discontinuities across the cell grid (e.g.530 

coastlines), the frequency of disruptions are normalised by the number of cells present at each distance x. 531 

0.0

0.5

1.0

0.0 0.5 1.0

R
ea

ch
 o

f 
d
is

ru
p
ti

o
n

Frequency of disruption

1,000 

100 

50 

500 

User Disruption DT(h) 

(‘000)

Supplementary Figure 1: Reach, frequency, and magnitude (user disrup-
tions) of disruptions across hazard cells where DT (h) > 0. Axis are normalised
relative to the maximum recorded reach and maximum recorded frequency
across the simulation set. Surrounding bar charts indicate bin frequencies in
steps of 0.1 units. Road network reach and frequency are omitted due to insuf-
ficient Origin-Destination passenger movement data.

The vast majority (98%) of simulated hazard cell data appear in the lower
left quadrant of Supplementary Figure 1. These represent comparatively
infrequent disruptions to cells with reduced reach or potential to affect others
at significant distances away. The remaining three quadrants host the cells of
more concern for managing interdependent infrastructure failures.

The grouping of high reach - low frequency cells (top-left quadrant in Sup-
plementary Figure 1) largely represent assets associated with passenger air,
petroleum and electricity supply infrastructures as these tend to be the most
connected nationally (Figure 3). However, given the spatial distribution of bulk
petroleum assets (for example), the frequency of which assets are disrupted at
different distances is expected to vary.

This is examined in Supplementary Figure 2 where the distance x repre-
sents the minimum number of connected hexagons to form a path between the
initiating hazard cell and the outer extent of disruption. These are depicted both
individually for each of the 15 Civil Defence Emergency Management (CDEM)
regions relevant for this study [7], and as a national average. We consider CDEM
regions as opposed to local and territorial authorities given their relevance to
national policy [8, 9] and detailed infrastructure risk and resilience planning
[10, 11, 12, 13, 14, 15, 16].
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Supplementary Figure 2: Frequency of disruptions experienced with cell
distance (up to 40 hexagonal units ≈ 200 kilometres) from an initiating hazard
extent. Beyond a reach of 40 units (to a maximum 141 – being the largest
reach recorded in this study), little variation is visible with any data largely
coinciding with disruptions across the passenger air network. The northern to
southern-most points of each island are; 108, 99, and 11 hexagonal units for the
North Island, South Island, and Stewart Island, respectively. For discontinuities
across the cell grid (e.g. coastlines), these cells are omitted when calculating x.

From Supplementary Figure 2, the fraction of cells disrupted generally
decreases with distance from initiating sources. The national average across the
simulation set shows the initiating cell (x = 0) does not necessarily lead to any
further infrastructure disruptions. This suggests residents within each hazard
cell may rely on infrastructure assets which are not connected to the cell, such as
retail petrol stations which may be externally located and therefore unaffected
by the simulated hazard cell. Across CDEM regions, those flatter curves (with
greater areas below) generally coincide with areas of the country hosting major
bulk petroleum distribution infrastructure or electricity supply assets where few
network connectivity redundancies are in place. In such cases, any disruptions
to these assets lead to frequent spatial disruptions over wide areas.

The steeper regional average curves that show minimal disruptions beyond
x > 10 represent those CDEM regions that do not significantly impact others,
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whether it be due to the minimal infrastructure services that the region exports
or due to sufficient connectivity and redundancies in across nearby networks.
The lower three curves represent the West Coast, Marlborough, and Manuwatu-
Wanganui regions specifically (see Figure 7 for locations). Each of these regions
are highly reliant on electricity generation and petroleum supply from other
regions with reduced reach to other regions.

It is apparent that a number of vulnerabilities identified do not always di-
rectly coincide with the greatest population densities. This is further examined
in Supplementary Figure 3 where user disruptions (per co-located infrastruc-
ture) generally exceed the resident populations within each cell extent frequently
in excess of an order of magnitude.
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Supplementary Figure 3: User disruptions per co-located infrastructure for
resident populations.

The significant increase in user disruptions compared to resident popula-
tions highlights the potential reach of asset outages whether this is due to a
lack of network redundancies or due to cascading failures across interdependent
networks.
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